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TOCT P 51188—98
TOCYAAPCTBEHHBIH CTAHAAPT POCCHUHUCKON ®EIAEPALHNU

3amura nadopmManuH
M CITBITAHUA ITPOTPAMMHBIX CPEJACTB HA HATMIUE KOMITBIOTEPHBIX BUPYCOB
TrnoBoe pyKoBOACTBO

Information security. Software testing for the existence of computer viruses. The sample manual

Jara spenenns 1999—07-—-01
1 OBJIACTH IPUMEHEHHNSA

1.1 HacTosuuuit cTaHZapT pacnpocTpaHsieTcsi Ha Wcrmbrranus nporpammubix cpeacts (I1C) u mx
KOMTIOHEHTOB, LI KOTOPhIX — OGHapyxHTh B 3THX IIC M ycTpaHMTh M3 HMX KOMIIBIOTEPHBIC BHPYCHI
(KB) cuiaM# creLMalbHBIX TPEANPUATHA (nonpasneneHuii), M ycTaHAaBIMBAeT obume TpebOBaHMSA K
OpTaHM3aLMM ¥ MPOBEAEHHIO TAKMX MCTIBITAHHH.

1.2 Tpe6oBaHusl, yCTAHOBICHHbIC HACTOSILLIMM CTAHAAPTOM, HalpaBjIeHb! HA obecnevyeHHe CreLaIbHON
o6paborxu T1C B uemsx BoitRneHMs KB, a Takke Ha yCTpaHCHME NMOC/EICTBHM, BbI3BAHHBIX BO3MOXHBIMH
Bo3neiicTBHAMU KB Ha onepallMOHHBIE CHCTEMBI, CHCTEMHBIE M IIOTb30BaTebCKHE GailiIb! ¢ porpaMMaMy M
JaHHBIMM, HAaYaTbHBIE CEKTOPH MATHUTHBIX IHCKOB, TabMu1Ibl pasMelleHus daitios 1 ap.

1.3 HacTosuui cTaHAapT YCTAHABIMBAET THIIOBLIE TpeGOBaHMs, IPebABIseMbIe K McibrranusM [1C
Ha Hanmwyue KB, B ToM uncne:

- K COCTaBY MEPOIIPHSITHI 110 TOATOTOBKE M NPOBENCHHIO MCITLITAHUH;

- K COCTaBY, CTPYKTYpe W Ha3HAUYeHMIO OCHOBHBIX 4acTeil MpOrpaMMHO-aNNapaTHOIO CTEHAA, obec-
NeynBaloero npopeeHne HCIbITaHUH,

- K BbIGOPY M MCIIOJIb30BAHHIO METONOB NPOBEACHMS HUCILITAHUI;

- K TeCTOBbIM (AaHTMBUPYCHBIM) NporpaMMaM, 0OHapyXUBAIOIMM H YHHYTOXAIOLUIUM KB;

- K COCTABY M CONEPXAHHIO JOKYMEHTALUMH, GHUKCHPYIOLLEH NMOPSNOK NMPOBEACHHUS WCTIBITAHUA U X
pe3yJbTaThl.

1.4 HacTosilumii CTAHOApT NMpeHA3Ha4YeH sl NPUMEHEHHs B MCIIBITATENbHLIX JlabopaTopusix, npo-
BOMSILIMX cepTdHUKaMoHHble Hcnbitanus [1C Ha BHINONHEHHe TpeGOBaHUH 3alMTH MHPOPMAIIUH.

2 HOPMATHUBHBIE CCBbLIKH

B HacTOSILLIEM CTAHAApTe MCIIONB30BaHa CChUIKA Ha CJEAYIOLIMH CTaHIapT:
TOCT 19.301—79 (CT C3B 3747—82) ECII/. IlporpaMMa M MeTonuKa McrbITaHuil. TpeGoBaHus
K COIEPXAaHHIO U 0oPOPMIIEHUIO

3 ONIPEAEIEHHUA U COKPAILIEHUA

B HacTOslUEM CTAaHIApTe NPMMEHEHB! CeAyiollHe TEPMUHBI C COOTBETCTBYIOMMMH OTPEAC/ICHUAMH:

3amuTa MPOrPAMMHBIX CPENCTB — OPTaHHM3ALMOHHbIE, NMPABOBbIC, TEXHUYECKHE M TEXHOJIOTHYECKHE
Mepbl, HalpaRICHHbIE HA IPEACTBPALIEHNE BO3MOXHBIX HECAHKIMOHUPOBAHHBIX AEHCTBHH 110 OTHOUIEHHIO
K TIPOrpaMMHBIM CPEACTBAM W YCTPAaHEHHE TOCNENCTBHI 3THX ACHCTBUH.

CepTudMKauns — NEHCTBHS TpeTbell CTOPOHbI, Lielb KOTOPHIX — MOATBEPAHUTE (C NOMOIIBIO CEpTH-
duKaTa COOTBETCTBUS) TO, YTO U3AENHE (B TOM YHMCJIe NPOTPAMMHOE CPEACTBO) WX YCIYTa COOTBETCTBYET
OnpeleneHHbIM CTAHAAPTaM WIH APYTHM HOPMAaTHBHBIM JOKYMEHTaM.

IpodmrakTuka — cUcTeMaTHYECKUe ASHCTBHS 3KCILTYyaTALMOHHOTO NepcoHana, Helb KOTOPBIX —
BBLISSBUTb M YCTPaHMThL HeOJArONpHUATHblE M3MEHEHHS B CBOMCTBAX H XapaKTEPHMCTHKAX HCTIONB3YEMBIX
TIPOrpaMMHBIX CPECTB, B YaCTHOCTHU TIPOBEPHUTH SKCILTyaTHPyeMble, XpaHUMbIE U (HWIH) BHOBD NIOTy4CHHbIE
NporpaMMHbIE CPEACTBA HA HAIWYHE KOMIIBIOTEPHLIX BUPYCOB.

M3aanne opuumaibioe
*
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PeBH3usi — NipoBepKa BHOBB NOTYYeHHBIX MPOTPAMM CNIELIHATILHBIMH CPEICTBAMM, NPOBOIUMAS MTyTEM
HX 3aITycKa B KOHTPOIHPYEMOH cpene.

HecaRKuMOHMPOBAHHLIH AOCTYN K NPOTPAMMHBIM CPeNCTBAM — NOCTYN K NporpaMMaM, 3allHCaHHbIM B
naMaT DBM WM Ha MAIIMHHOM HOCHTENE, 4 TAKKE OTPAKEHHBIM B JOKYMEHTALIMY KA 3TH NPOrpaMMbl,
OCYIIECTBIEHHBIH ¢ HAPYIIEHHEM YCTaHOBJICHHDIX MPaBWIL.

BaknunupoBanse — o6paboTka (ailoB, AMCKOB, KaTaloros, NpoBOANUMANA C NMPUMEHEHHEM CNELM-
a/lIbHBIX MPOrpaMM, CO3JAIOIIHX YCJIOBMS, NONOOHbIE TEM, KOTOPhIE CO3MAIOTCs ONpPEACTICHHBIM KOMIIbIO-
TEPHBIM BUPYCOM, M 3aTPyIHSIOIUKX MOBTOPHOE €ro NMOSIBICHHE.

KoMnbplOTepHBI BUPYC — NpOrpaMMa, cnocoGHasi co3NaBaTh CBOM KONMH (Heo6s3aTeNIbHO CoBMNanalio-
10ME ¢ OPHTHHAJIOM) H BHEAPSTh MX B (hailel, CHCTEMHBIE 00JIACTH KOMIIBIOTEPA, KOMIIBIOTEPHBIX CETEH,
a TaKXe OCYIIECTRINATL MHLIC AECTPYKTHBHbIe neicTeusi. [IpH 3TOM KONHMM COXpPaHAIOT CIIOCOOHOCTD
NanbHEHIIETo pacnpocTpaHeHHst. KOMNbIOTEPHBIN BUpPYC OTHOCUTCSE K BPEAOHOCHBIM NporpaMmam.

B HacrosiieM cTaHOapTe NPUHATHI CAEAYIOUIME COKPaUIeHUS:

[1C — nporpaMMHEbIC CpEACTBaA.

- KB — KOMIBIOTEpHbIE BUPYCHI.

II9BM — nepcoHanbHas 31eKTPOHHO-BLMUCAHTENbHAS MalTHHA (IepCOHAIbHbIH KOMIIBIOTED).
OBM — 37eXTPOHHO-BbIMUCIIUTENbHAS MallIMHA.

[}

4 TMTOPANOK NPOBENEHUS UCIIBITAHHI MPOTPAMMHBIX CPEJCTB
HA HAIMYHUE KOMITBIOTEPHBIX BUPYCOB

4.1 Hcnerranus I1C Ha Hamique KB crenyer npoBoauTh Ha clieHa/lbHO 060PYAOBaHHOM IpOTpaMM-
HO-aIapaTHOM HCILITATEILHOM CTeHIE, B COCTaBe KOTOPOTO AOIKHBI ObITh HeOOXOOHMMBIE TEXHHYECKHE
¥ TIpOrpaMMHBIE CPEACTBA, B TOM YHC/ie AaHTHBHUPYCHBIE TIPOTPaMMEL.

4.2 Ilpeanpustie [noapasaencHue (anee — opraHu3auus)], nposoasuiee npopepky I1C Ha Hanwyue
KB, DoaXxHO nondepXWBaTh MCIBLITATENILHBIN CTEHX B pabOTOCMOCOOHOM COCTOSHHM M HE AOMYCKATh
nponukHoseHus KB B nporpaMMsl ¥ JaHHBIE JO Hayaia NPOBEACHHUS HCIBITAHMIMA.

4.3 Opranuzauys, nposoasitas nposepkKy I1C Ha Hanuyre KB, nosmkHa onpenenuTs U 3adHUKCHPO-
BaTh B NporpaMMe MCTILITAHUH Lenk H 06LeM UCTIBITAHUH, a TAKKEe CBOH O0S3aTe/ILCTBA, KACAIOIUECS MED
3amuT npoBepsieMbIX [1C ot ux 3apaxenus KB ¢ yuyerom Tpebopanuii TOCT 19.301,

4.4 Mepei no 3ature npopepseMbix I1C ot 3apaxenus KB Moryr BKIio4aTs B cebs:

- pa3paboTKy ¥ BHINIOJIHEHUE KOMIUIEKCA MEPOTIPHATHI TIO NMPOQHIAKTHKE, PEBU3UH ¥ BAKIIUHHPO-
BaHMIO HcnonsdyeMbix T1C;

- MOATOTOBKY NO/DKHOCTHBIX JTUL, OTBEYAKOLIKMX 3a NpoBeacHUe uenbitauuii [1C;

~ pa3paboTKy U BEIGOpP CrIocO60B NIPUMEHEHHUSI TTPOrPaMMHO-TEXHHYECKHX CPEICTB JUlsl OOHApYXEHHst
KB B IIC; )

- B3aMMOJEHCTBHE OpraHM3allMH, 3aKa3bIBalOIIMX U NMPOBOAAIIMX HcHbITanus [1C;

- KOHTpOJb 3a npoBeaeHueM Hcrbrtauuit [1C;

~ OLEHKY 3 (heKTHBHOCTH NPUMEHSIEMbIX aHTHBHDPYCHBIX CPEACTB;

- COBEpIICHCTBOBAHHE CUcTeMBl MeponpuaTHi no 3auure [IC or KB Ha ocHOBE COBpeMEHHBIX
NOCTHKCHHUH MHPOPMAIMOHHO TEXHOJIOTUY;

- YCTaHOBJIeHHEe aAMHHUCTPAaTUBHOMH OTBETCTBEHHOCTH JOJDKHOCTHBIX JIML 3a BbITOJHEHHUE TpebORa-
Huii 3aumte [1C or KB;

- Ha3HAYeHHME OTBETCTBEHHBIX JODKHOCTHLIX JIMIl ¥ ONIPEACNCHHE UX NOTHOMOYMH, OTHOCSIINXCS K
OpraHH3allMH ¥ NPOBeAeHHI0 MeporpHuaTHii no 3ammure I1C or KB.

4.5 Opranusaums, BenonHsowmas nposepky I1C Ha Hanuune KB, no/mkHa obecrieduTs Bech npoliece
NpoBEepKH HeoOXONMMBIMHM BBLIYMCIHTENbHLIMH TEXHHYECKMMH H NPOTPAaMMHBIMH CPEICTBaMH, a TAKKe
Ha3HAaYUTh CELHATbHO 0Oy4EHHBIX COTPYAHUKOB IS NIPOBEACHHUS MCIIBITAHHIA,

4.6 Opranusaums, BhInonHsoas npoeepKy I1C Ha Hanuyue KB, n0/DKHA Ha3HAYMTDH TIOCTOSHHOTO
NIpEACTaBHTENs, KOTOPbIM NOJy4aeT onpelelicHHbIe NOJTHOMOYHS H HeECeT TIOCTOSHHYIO OTBETCTBEHHOCTD
3a BBIIOJTHEHHE TpeGoBAHMH, YCTAHORIEHHBIX HACTOAILKMM CTAHIAPTOM.

4.7 B cocTaB TEXHHYECKMX CPEOCTB MCIBITATEILHOIO CTEHNA NODKHBI BXOAMTD:

- coBMecTtuMbie JI9BM;

~ HeoOXONMMBIE 3/IEMEHTHI TeJIEKOMMYHHKALIMOHHBIX CETEH;

~ KaHalbl CBS3U.

4.8 KOHKpeTHBIH HabOp TEXHUYECKUX KOMIIOHECHTOB HCTILITATE/IBHOIO CTEHIA HO/DKEH OBITh TAKHUM,
4yTo6B! ObUTH 06ecreyeHbl YCIOBUSA BOCIIPOM3BEACHUS BCeX HEOOXOANMBIX BHEUTHHMX Bo3aeicTsuil Ha T1IC
B npouecce NpoBeAcHUs UCNIBITAHHUH.
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TTepen HAYaIOM HCTIBITAHMI COCTaB TEXHHYECKHUX CPEACTB, HCTIONB3YEeMbIX AJi NPOBEASHUA NMPOBEPOK
T1C na Haauuue KB, nomkeH 6bITh COrnacoBaH ¢ OpraHM3alluei, 3akasniBalolieil 3T nposepku. [1pu 3ToM
COMIACOBAHHE NOJDKHO ObITh 0hOPMIIEHO COOTBETCTBYIOIIMM aKTOM.

4.9 Hapsny ¢ KOMIIOHEHTAMH, YKa3aHHBIMM B 4.7, B COCTaB MCIILITATE/ILHOTO CTeHAa MOTYT BXOIAMTD
COOTBETCTBYIOLIME aNapaTHble aHTHBUPYCHbIe cpeacTsa. K HUM oTHocsTCS:

- KOMITBIOTEPS! CIELMANBLHON KOHCTPYKLIUH, 6arogapsi KOTOpoil HECaHKIIMOHUPOBAHHLIN IOCTYT K
JAHHBEIM ¥ 3apaxeHue daitnoB KB Moryt 6bITh CylIECTBEHHO 3aTPYAHEHBI,

- CrieLMaNbHbie TUIATHl, MOAKIIOYacMble K OMHOMY M3 pasbemoB [IOBM u semonHsiolye Te Wik
HHble GYHKLWH 3aLUTHl HHPOpMaUUH;

- 27eKTPOHHbIE KIIOYM 3alUMThI WHGOpPMalMM, I7aBHBIM HOCTOMHCTBOM KOTODBIX SBISETCd MX
MHOTOPYHKIMOHANTBHOCTD.

4.10 CoctaB ¥ (pYHKIMOHANbHOE Ha3HaYeHWe NPOTPAMMHBLIX CPEACTB HCIIBITATENLHOTO CTEHAA
onpeNeNIAIOTCS CUCTEMOI 3aLLHTHI, NPHMEHsIEMOH NpH npoBeaeHHH ucnbitanui [1C Ha nanuaue KB.

4.11 ITporpaMMHble CPENCTBa, BXOASIINE B COCT2B MCIBITATENLHOTO CTEHIA, JODKHBI 00eCIIeYUBaTh:

-~ perynspHoe BeleHHe apXMBOB H3MEHEHHLIX hailnos;

- KOHTPOJIbHYIO TIPOBEPKY COOTBETCTBHS JJIMHBI U 3HAYEHUS! KOHTPOJILHBIX CYMM, YKA3bIBAaEMBIX B
cepTH(dHKaTe H MOMYYESHHBIX NTpOrpaMMax;

- cHcTeMaTHYecKoe OOHYJIeHHe MEepBhIX TpeX OalTOB cexTopa HayalbHOM 3arpy3ku Ha NMOAYYCHHBIX
HECHCTEMHBIX OUCKETAX;

~ [pyrve BUALI KOHTPOAS LEJIOCTHOCTH NpOrpaMM nepell CYUTBIBAHHEM C IUCKETHI;

- MpOBEpPKY MporpaMM Ha HalW4Yue H3BecTHBIX BUAOB KB;

~ ofHapyXeHHWe MOMNBITOK HECAHKUMOHMPOBAHHOTO AOCTYyNa K MCTIBITATENBHBIM (MHCTPYMEHTAIb-
HbIM) M (WIN) UCTIBITYEMBIM TIPOTPaMMaM H JaHHbIM;

- BaKLIMHHpOBaHMe (aiyIoOB, TUCKOB, KATAJOTOB C MUCIONb3OBAHHEM PE3UNECHTHBIX NpOrpamMm-pak-
LMH, CO3aloMX NpH QYHKIIHOHHPOBAHHUH YcJIOBHA 1S obHapyxeHUs KB naHHoro Buaa;

- ABTOKOHTPOJIb LENIOCTHOCTH MPOTpaMM Tepel UX 3aITyCKOM;

- ynaneHue ob6HapyxeHHoro KB u3 3apaXeHHBIX NporpaMM MM AaHHBIX H BOCCTAHOBJIGHHME HX
TICpBOHAYAIbLHOTO COCTOSHHUA.

4.12 CocTaB nNporpaMMHBIX CPEACTB, MCHOJb3YeMbIX NPH NPOBEIEHHHM MCILITAHHH 1O Hpochbe
3aKa34HKa, JOJDKeH OBbITh JOKYMEHTANBHO O0(OpPMIIEH B COOTBETCTBUU C TpeOOBaHMAMM 3aKa3yHKa.

4.13 Cpoxu npoBeicHUS] UCTILITAHHIA JODKHDBI ObITL YCTAHOBNEHEI B NIpOrpaMMe M METOIUKE MCIIbI-
TaHUH MO JOTOBOPEHHOCTH MeXIy 3aKA3YMKOM U opraHU3aluel, NpoBOMsILICH HCILITAHUS.

4.14 Iposepsemsle [1C nokHbl ObITh NepesaHbl IS HCHBITAHMM Ha MarHWTHBIX HOCHTELIX
(AMCKETaX) BMeCTe ¢ JOKYMEHTALIUEH.

4.15 CoctaB paboT no noaroToBke u npopeaeHuio ucnuitanuii [1C Ha Hamrane KB B 061ieM ciyyae
[93) (3147 103114 %4% 8

- O3HaKoMJIeHMe ¢ JoKyMeHTauuei Ha IIC;

- BbI6Op MetonoB npoepku [1C Ha Hanwune KB;

- onpenejeHne KOHQUIypaluy NporpaMMHBIX M alNapaTHLIX CPEACTB MCIBITATEILHOTO CTCHIA,

- TIOATOTOBKA NPOrPaMMHO-aNNapaTHOTO MCMBITATENLHOIO CTEHAa K NPOBEACHHMIO UCTIBITAHUH;

- OpraHM3alMs M NpoBeJeHHe HCTbITAHHI;

- odopmienue npotokona nposepku [1C u ero nepenaya B opraH no cepruduKaluy B COOTBETCTBUHU
¢ 6.2 HacTOSIILETO CTAHOAPTa;

- Nepefava 3aKa3zyuKy rnpoBepeHHbX [1C Ha MAarHUTHBIX HOCUTENSIX (AMCKETax);

- YCTaHOBJIEHHE MO COIVIACOBAHMIO C 3aKa3YHMKOM NMpaBWI (NOPAAKa) rapaHTHIRHOTO CONPOBOXAEHHS
npoBepeHHbIx I1C.

4.16 Tlposepka I[1C Ha Hanuuue KB B o6uieM cayyae BKIiodaer B ceds:
MOKCK BHPYCOMOAO6HLIX PparMeHTOB Koaos J1C;
MOZENHPOBaHHE CUTYalUMii, NPeanoIOXUTENbHO CNIOCOOHBIX BbI3BaTh akTHBH3auMio KB;
aHaIU3 ocobeHHOCTEH B3auMoneHcTBHs KoMnoHeHTOB T1C ¢ okpyXalolieii onepaliMOHHOM cpefoi;
OTpaXXEHHE pPe3yNLTaTOB NPOBEPKU B COOTBETCTBYIOUIEH NOKYMEHTALIMH.

5 METO/Ibl MPOBEJEHUS UCIIBITAHUH ITPOTPAMMHBIX CPEJCTB
HA HAJIMMUE KOMITIBIOTEPHBIX BUPYCOB

5.1 Ilpu ucnurranusix [1C na Hanuune KB Mcnonb3yioT ABe OCHOBHBIE IPYTILI MeTONOB o6HapyXe-
Husa KB M 3alMTh! IpOrpaMM OT HHUX: NIPOTpaMMHEBIE M anMNapaTHO-NPOrpaMMHBIE.
K nporpaMMHbBIM MeTOAaM OTHOCSITCS:
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- CKAHMpOBaHHE;

- obHapyXeHHe U3MECHECHUH,

- 3BPUCTHYECKUH aHAIH3Z,;

- pe3HACHTHBIE «CTOPOXa»,

- paxuusuponanue [1C.

ATmIapaTHO-NpOrpaMMHBIE METOIb] OCHOBaHbI Ha pealM3alHy moboro (MMoGBIX) U3 YKa3aHHbIX BhILUE
nporpaMMHEIX MeTofoB 3auuTsl I1C oT KB ¢ nomolibio crielHalbHbX TEXHHYECKHX YCTPOHCTB.

5.2 Tlpu Bbi6ope MeTonOB UcnibITaHmii ¥ 3aumTsl [1C ot KB crenyer pykoBoACTBOBaThCS CBEACHUSIMH
O CYIIHOCTH KAXIOTO M3 HHX, NPHBENCHHBIMU B 5.4—5.9, a Takke NONOJTHHUTEILHBIMH NOSICHEHHMH 06
HX BO3MOXHOCTSIX, JOCTOMHCTBAX M HENOCTATKAX, IPUBEACHHBIMH B NPHIOXEHHH A.

5.3 B KOHKpPETHBIX HCTIBITRHHSAX MOTYT GBITH HCIIOIB30BaHbl CIIOCO6R! M cpencTsa obHapyxenys KB,
peaTH3YIOLIKe OfUH M3 METONOB, YKa3aHHHIX B 5.1, WM UX KOMOMHALINM.

5.4 MeTon cKaHMpPOBaHMA 3aKITIO¥aeTcs B TOM, YTO CRiellMaNbHAA aHTUBMpYCHas IporpaMMa, Hashl-
BacMas CKaHEpOM, IOCJENOBATEeNbHO NPOCMATPHBAcT NMpoBepsieMble Gailibl B ITOMCKE TAK Ha3bIBAEMbIX
«curHaTyp» u3pectHbix KB. IIpy 3TOM nox CHUTHaTypodl NOHMMAIOT YHUKANBHYIO TIOC/IENOBATEbHOCTD
6aiiToB, IPMHAMJIEXKALIYIO KOHKPETHOMY U3BecTHOMY KB M He BCTpedalollyiocst B ApyTHX MporpaMmax.

5.5 Meron obHapyXeHHsI M3MEHEeHMH 3aKmovaercs B TOM, YTO aHTHBHPYCHAsl IIporpaMMa Ipeasa-
PHTENBHO 3aTIOMHHAET XapaKTEPHCTHKH BcexX obracTelt AMCKa, KOTOphIe MOTYT NIOABEPTaThCS HANAICHHIO
KB, a 3aTeM nepuHoaHY¥ecKH TpoBepseT UX. Eciu u3MeHeHNe 9THX XapaXTepUCTHK GyaeT o6HapyxeHo, To
Takasi IporpaMMa coo6IIMT TOIb30BATENIO, YTO, BO3MOXHO, B KoMiblotep nonan KB.

AHTHBHpYCHbIE TIpOTpaMMBbl, OCHOBaHHhIE Ha OOHApYXeHHH HM3MEHECHHMi! NMporpaMMHON cpenbl,
Ha3bIBAIOTCS PEBU3OPAaMHU.

5.6 MeTon 3BpHCTHYECKOTO aHAIH3a PeaTH3yeTCs C MOMOLIBIO AHTHBUPYCHBIX IIPOTPaMM, KOTODbIe
TIPOBEPSIOT OCTAIbHBIE TPOrPaMMBI M 3arpy30YHbIE CEKTOPhI AMCKOB M AMCKET, NMBITasich 0OHapyXHTb B HHX
xon, xapakrepHblit a1 KB. Tak, HanmpuMep, 3BPHCTMYECKMH aHaJIM3aTOp MOXET OOHAapyXHTb, 4TO B
MpoBepSAeMOii IIporpamMMe NMPHCYTCTBYET KO/, YCTAHABIMBAIOLIMI PE3HACHTHBIN MONYNb B IIAMATH.

5.7 B Merolle pe3HAECHTHRIX CTOPOXeH MCHOIB3YIOTCS aHTHBHUPYCHEBIE TIPOTPAaMMBI, KOTOpble NOCTO-
SIHHO HaXOASTCH B OTNECPAaTHBHOM IaMATH KOMIIBIOTEPA M OTCNEXMWBAIOT Bce NONO3pUTENbHbIE HeHCTBUS,
BLITIOJIHAEMEBIC IPYTMMHM TporpaMMaMH. Pe3HIeHTHBIH CTOpoX cOOOHIMT NOJMB30OBATENID O TOM, YTO
Kakas-JIu60 nporpaMMa IbITaeTCd H3MEHHTD 3aIpY304YHBIH CEKTOP XECTKOTO AHCKA MIIH AUCKETDI, 3 TAKKE
BBITIOJTHUMBIA aiin.

5.8 BaxuMHHpoBaHHE YCTAHABIHBAET CIIOCOO 3alMTHI MI060# KOHKpeTHOI nporpaMMel ot KB, npu
KOTOPOM K 3TO# NporpaMMe NpUCOSAUHsIETCS CIEUHATbHbINH MOAY/Ib KOHTPOJIs, CAeOALIMIi 3a ee LiesIocT-
HOCTBIO.

ITpu 3TOM NpPOBEPAIOTCSI KOHTPOJIbHAS CyMMa TIporpaMMbl MM KaKHe-JTHOOo IpyTHe ee XapaKTepuc-
tuku. Ectn KB 3apaxkaeT BaKilMHHPOBAHHBIH Gaiiyl, MOOYNb KOHTPOJIA OOHApYyXHUBAaeT U3MEHCHUE KOH-
TpOJIbHOM CyMMEl ¢ailla H coobuIaeT 06 3TOM NOJB30BATENIO.

5.9 AmnnaparHo-nporpaMMHble MeToas! 3aumThl [1C or KB peannsyiorcs ¢ MOMOHIBIO CIeLHATU3H-
POBAHHOTO YCTPOHCTBA — KOHTPOJUIEPA, BCTARISIEMOIO B OIMH M3 Pa3beMOB pPacHIMPEeHHUs] KOMIBIOTEPA, H
CIIELMaIbHOTO IPOrpaMMHOTO obecTieyeH s, yTIpaBIIOIIETO paboTol 3TOro KOHTPOJUIEpa M peanu3yioLero
OIMH WM HECKOJIBKO U3 IPOTpaMMHBIX METONOB, YKa3aHHBIX BBILUE.

6 TPEBOBAHUA K JOKYMEHTALINHU HA UCIIBITAHHS ITPOTPAMMHBIX CPEICTB

6.1 HoxyMeHTanus, opopmiseMas Npy NOATOTOBKe U npoBeaenny ucnbrraduil I1C Ha Hammune KB,
JOJDXKHA CONEPXAaTh CBEACHMS, OTpaXalolume Leib, o0beM, NOPSAOK INPOBEACHUS W Pe3yNbTaThl TAKUX
HMCIILITAHUH.

6.2 Bpmryck nokyMeHTa Buna «I1poToKos npoBepKH MporpaMMHBIX CPEICTB HA OTCYTCTBHE KOMITBIO-
TEPHLIX BHpPYCOB» sBisieTcsl o6s3arenbHbIM. ®opMy mokyMeHTa «[IpoTokon mnpoBepKHM IPOTpaMMHBIX
CPEACTB Ha OTCYTCTBHE KOMITBIOTEPHLIX BHPYCOB» OMNpPENENSIOT B YCTAHOBACHHOM MOpANKe M epeaaioT B
OpraH no cepTuduxanum.

6.3 IIpyrue BUObI JOKYMEHTOB, BBITYCKAEMELIX MO pedynbTataM ucnbitTanmii [1C Ha Hanmmuue KB, u
IONOTHUTENbHEIE TPeOOBaHUS K MX COIEPXKAHHUIO OMNpPEAeaioT N0 COMNACOBAHMIO MEXAY OpraHHu3aluei,
BHITIONHAIOWEH NpoBepKy [1C, ¥ opraHu3alMeii, 3aKa3bIBaloLICH 3Ty NPOBEPKY.

6.4 JoxyMeHTaumst, oTHocsmasica K HenbtaHusaM T1C Ha Hanmure KB, MoxeT GbITh TpeacTapieHa
Ha MarHUTHBIX HOCHUTENSX AaHHbIX.

4
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[TPHJIOXEHHE A
(cnpasovnoe)

MOACHEHUA
0 BO3MOHOCTAX PAIHIHBIX METON0B OOHAPYAKEHHS H YCTPaHEHHA KOMIbIOTEPHBX BHPYCOB

A.1 CxaHupOBaHME SRISETCS CaMBbIM MPOCTHIM IPOIPaMMHBEIM MeTofioM Torcka KB.

AHTHBHPYCHbIE TPOrPAMMBI-CKaHEPB! MOTYT FapaHTUPOBAHHO OGHAPYXUTB TOJIBKO YXe U3BecTHble KB, korophie
GbUTM TIPeXBAPHUTENLHO M3yueHBl M IS KOTOpBIX 6hUla ofpelieNieHa CHIHATYpa.

[TporpamMmaM-ckaHepam He 06s3aTe IbHO XpaHUTB B ce6e CUTHATYpHI Beex u3BecTHRIX KB. OHu MoTyT, HanpuMep,
XpaHUTb TOJBKO KOHTPOJBHBIE CYMMBI CHUTHATYp. AHTUBMpYCHBIE NPOTPaMMHBI-CKaHEPBl, KOTOPblC MOTYT YI&IHTbh
o6HapyxeHHble KB, 0ObIYHO HaspiBaloTCA NOJMH(AramMH.

Ii1s 3 GheKTUBHOTO MCTIONB30BAHMS aHTHBUPYCHBIX [TPOTPaMM, pealu3yloUIMX MeTol CKAHUPOBaHUs, Heobxo-
IUMO TOCTOSHHO OOHORIATH UX, MOJyyasl caMmble IOCNEIHUE BEPCUU.

A.2 Merton obHapyXeHUsI M3MCHEHUH OCHOBaH Ha HCIOJIb30BaAaHUY aHTHBHUPYCHBIX ITPOrpaMM-peBHU3OPOB,
KOTOpBle 3allOMUHAIOT B CHELMANIbHBIX (paiinax oOpaskl IIaBHOW 3arpy304HON 3aIMCH, 3arpy30YHHIX CEKTOPOB
JIOrMYeCKUX IUCKOB, MapaMeTphl BCEX KOHTPOIUpYeMBIX (haiioB, a Takke MHPOPMALIMIO O CTPYKTYPE KATAJIOrOB U
HOMepa TUIOXHX KJIacTepoB IMCcKa. MOryT GHITb IpoBepeHB U IPYTHE XapaKTePHCTUKH KOMIIBIOTEpa: 00BeM YCTaHOB-
JIEHHOM ONEPAaTHBHOM MaMSATH, KOIHYECTBO MOMKTIOYCHHAX K KOMITBIOTEPY MHCKOB K MX ITapaMeTpHL.

[TporpaMMEI-pEBU30PHl [TOTEHIIMATEHO MOTYT oGHapyXuTh mobsie KB, maxe Te, KoTophie paHee He GbutM
nasecTHbl. OXHAKO CJIEIYET YUMTHIBATE, YTO HE BCe M3MEHEeHMs BHI3BaHH BropxeHueM KB. Tak, zarpy3ouHas 3aIich
MOXET HM3MEHHUTBCS IMPH OOHOBIEHWM BEPCUU OMNEPALMOHHON CHCTEMBI, a HEKOTOpHIE [MpOrpaMMBl 3alMCHIBAIOT
U3MeHseMble JaHHble BHYTPH CBOETO BHINOTHUMOro daitia. KoMaunmHole ¢ajiil U3MEHAIOTCA ellle daiue; Tak,
Hanpumep, daitt AUTOEXEC. BAT o6HYHO M3MeHsIeTCS BO BpeMs YCTaHOBKU HOBOTO ITPOrpaMMHOTO ofecedeHus.

TTporpaMMBI-peBU30PBEL HE TIOMOTYT M B TOM ciIyyae, Korla IoIb30BaTe b 3allUCHIBAET B KOMITHIOTED HOBLIA dailn,
sapaxeHHbiid KB. ITpu atom, eciu KB 3apasur Apyrie mporpaMMBL, YXe YITCHHBIE PEBU3OPOM, OH GymeT oGHApYXeH.

JlonoMTHUTEIBHOM BO3MOXHOCTBIO ITPOrpaMM-PEeBH30POB SABJIAETCS CIOCOGHOCTH BOCCTAHOBUTH M3MCHECHHEE
(3apaxeHHbie) GaitIbl i 3arpy309HBIe CEKTOpBl HA OCHOBAHHH 3a[IOMHEHHON paHee HHQOPMALMH.

AHTHBUPYCHBIE [TPOrPAMMH-PEBU30PH! HEJNb3s UCIIONB30BaTh st o6HapyxeHus KB B daiilax 10KyMEeHTOB, TakK
KaK 3TH ¢ailibl nmocTrosHHO M3MeHAoTes. IloaToMy ist KOHTpois 3a JaHHHIMM GailtaMy clemyeT KCIOIb30BaTh
[IpOrpaMMBI-CKAHEPH! ITU 9BPUCTHYECKUH aHAN3.

A.3 DBpUcTUYecKMil aHAIM3 [TO3BOJIAET OOHAPYXUBATh paHee HeudBecTHHe KB, mpudeM uig 3TOro He Hamo
MpedBapUTENBHO cOOUPaTh JaHHBE O (alltoBoit cHcTeMe, KaK TpebyeT MeTol oOHapyXeHUS U3MEHEHHH.

K OCHOBHHIM HeIOCTAaTKaM 3BPUCTHYECKOTO METOIA OTHOCHTCS ClIeIyIOLUHe:

- MPUHIUMIMAIBLHO He MOTYT ORTb oOHapyxeHH Bce KB;

- BO3MOXIIO TOABIIEHHEe HEKOTOPOro KOJMYECTBA JOXHHX CHrHajIoB 00 oOHapyxeHnn KB B mporpammax,
HCIIOJB3YIOIIHUX BUPYCOIIOTOOHBIE TEXHOMOIHH (HApUMep, aHTUBHUPYCHI).

A.4 BONBIIMHCTBO Pe3NUICHTHRIX CTOPOXEif MO3BOISET aBTOMAaTHYECKH IIPOBEPATD BCe 3alTycKaeMhle IPOrpaMMbl
Ha 3apaxeHne n3BecTHHIMM KB. Takag nmpopepka OyaeT 3aHUMAaTh HEKOTOPOe BPEMSI, H IpoliecC 3arpy3KH IporpaMMul
3aMeINTCS, HO 3aTO IIOJIB30BATENb OyeT yBepeH, ¥To u3BecTHHE KB He CMOTYT aKTHBU3UPOBATHCA Ha €ro KOMITHIOTEpE.

PesuneHTHBIE CTOPOXA MMEIOT OYeHb MHOIO HEIOCTATKOB, KOTOPBIE NENAIOT 3TOT KJ1ace IMporpamMM MaJIOITPHIOIHbIM
IUISL MCTIONBb30BaHMsL. MHOTHe IporpaMMel, faxe He cofepxatie KB, MoryT BRITQITHATE JSHCTBUS, HA KOTOPHIE pearpyioT
pe3uiieHTHele cTopoXa. HampuMep, obprgHas komaHna LABEL uaMeHser gaHHHE B 3arpy309HOM CEKTOpEe M BHI3BIBAET
cpabarbmBaHKe cropoXa. [ToaroMy pabora nonb3oBaTesns GyIeT MOCTOSHHO IPepHBATLCSA PasapPaXAIOLIIMU coOOIIe HUSIMU
aNTUBUpYca. KpoMe Toro, mosis3oBaTellb ZODKeH OYIET KAaXIIBA pa3 pellaTh, BH3IBaHO JIM 3TO cpabaTHBAHKE KOMITBIOTEPHHM
BHpYcoM Wi HeT. Kak MmokasbiBaeT NpakTHKA, PaHO WIH MO3THO I10/Bb30BATE/b OTKIIOYAcT pe3sHAEeHTHHIT cropox H,
HAKOHell, ¢I1I¢ OMH HeIOCTaTOK PE3MICHTHBIX CTOPOXE i 3aKII09aeTCsl B TOM, YTO OHH IO/DKHBI ORITh IIOCTOSTHHO 3arpyXeHB
B ONEpaTHBHYIO NaMSThb U, CIIeJOBaTe/IbHO, YMEHBLLIAIOT 00BbEM NIaMATH, JOCTYITHONU IPYTHMM MporpaMMam.

A.5 OCHOBHHIMH HENOCTATKAMM METOIa BaKLIIMHUPOBAHMS SIRISIOTCA BO3MOXHOCTh 06X0/a Takoi 3alllUTHl ITpH
HCITOJIb30BAHUH KOMITBIOTEPHBIM BUPYCOM TaK HA3BBAaEMOM «CTEIC-TEXHOMOIMH», 4 TAKXKe HEOOXOMUMOCTh H3MEHEHHUS
Kofa IporpaMM, 13-3a 4ero HEKOTOphIe ITPOrpaMMbl HAYMHA0T paboTaTh HEKOPPEKTHO WM MOTYT [lepecTaTh paboTaTh.

A6 AnmnapaTHO-ITPOrpaMMHBIE METONB! MPEACTARIAIOT COBOM OMH U3 CaMBIX HANEXHBIX crtoco6oB samtH [1C or
sapaxeHus KB. Braromaps ToMy, YTO KOHTpO/UIEp TAKOH 3allUTH MOMKIIOYEH K CHCTEMHOH IIMHE KOMIIbIOTepa, OH
[TOITY4aeT MIONHBIA KOHTPOJIb HaJl BceMM oOpallieHUSIMU K MCKOBOM TIOICKCTEME KOMIThIoTepa. [IporpamMmHoe obecriegeHme
aNMApaTHOR 3aUMTH I03BAIAET YKA3aTh ONIacTH (allIoBOil CHCTEMREI, KOTOPhiE HENMb3S MU3MEHATH. [1ob30BaTeRb MOXET
3aLMTUTD IIABHYIO 3aTPY304YHYIO 3AlTUCh, 3arPY30YHBIE CEKTOPH, BRITQITHUMEE dailin, daitta kondurypaiwm u 1.0, Ecm
annapaTHoO-MpOrpaMMHBIA KOMIUIEKC OOHADYXHT, YTO Kakad-TM00 NporpamMMa ITHTAaeTCS HapyHIMTb YCTAHORICHHYIO
3aIMTY, OH MOXET HE TOJIbKO COODIIMTL 00 ITOM MMOJIB30BATENIO, HO U 3a0/IOKMPOBATh BATBHEHIIYIO paboTy KOMITBIOTupA.

AnrnapaTHBN ypoBeHb KOHTDOJIA 3a AUCKOBOU IMOACHCTEMO KoMIlbloTepa He mosBoysieT KB 3aMackupoBaTh
ce6s. Kak Toneko KB nposiBut ce6d, oH cpasy 6yner obHapyxeH. [Tpu 3ToM coBepiieliHo Ge3paIndHO, KK MMEHHO
«pabGotaer> KB ¥ Kakue cpelicTBa OH MCIIONB3YET IS TOCTYMNA K TUCKaM M IUCKETaM.

AllfapaTHO-NIPOrpaMMHBIC CPEICTBA 3alUMTHI NIO3BOJKIOT He TOJIBKO 3alUHTHTH KoMIbiotep oT KB, Ho Takke
BOBPeMs Mpecedb BRINONHEHHUE MporpaMM, HalleJeHHBIX Ha paspylleHde ¢aitmtoBoil cMcTeMH KoMiblotepa. Kpome
TOIO, aflflapaTHO-IIPOrpaMMHEIE CPEACTBA MO3BOMSIOT 3aLIUTUTh KOMIIBIOTED OT HEKBATH(UIIMPOBAHHOTO MOJIb30Ba-
TeJsisl, He AaBasl eMy YAAINTh BaXHYO HH(popMauHio, rnepedopMaTHpOBaTh QUCK, M3MEHHTL QaliiIbl KOHQUTYpallUK.

HenocrarkoM anmapaTHO-IpOrpaMMHbIX METOHOB SBJISAETCS NMPUHLIMITHATBEHAS BO3MOXHOCTD nporyctuth KB,
€CJIA OHM He MBTAOTCH U3MEHATD 3alMILCHHBIC (aiibl U CHCTEMHEIC OOIacTH.
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